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Securing the Database

There are several methods available to you to protect the data, design and operations of your database.

Passwords can be applied to the database file to prevent unwanted users from accessing the file.

Objects can be hidden to prevent interference in the design of the object.

Multilevel level security can be applied so various users have access to only the appropriate areas of the database.

Objectives

In this section you will

· Set a Password Protection of a Database file

· Unset the Password

· Set up a Multilevel Security System

· Create a New Workgroup file

· Join a Workgroup

· Add a New User

· Add a New Group

· Assign a User to the Admins Group

· Assign Users to Groups

· Remove the User Admin as Administrator

· Assign a Password for the Administrator

· Logon to Access

· Secure the Database

· Assign Permissions to Users

· Rejoin the Default Workgroup

Password Protection of a Database file

A simple way to secure a database for a just one user or a few select users is to apply a password. 

To apply a password the database file must be opened as Exclusive. 

· Click on File ( Open in the Menu bar 

· Click on the database file Ch 10 Security
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Click on the droplist button next to Open and click on Open Exclusive
· Click on Tools ( Security ( Set Database Password in the Menu bar 

· Type the password in the Password box 
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Click in the Verify box and type the password again

· Click on OK
· Close the database
· Open the database again
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Type the password in the Password Required box that appears and click on OK
The database will open.

To Unset or Change the Password

The unset the password you need two things –

· Open the Database with the Exclusive setting

· Know the password to open the database

· Click on File ( Open in the Menu bar 

· Click on the database file Security
· Click on the droplist button next to Open and click on Open Exclusive
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· Click on Tools ( Security (Unset Database Password in the Menu bar 

· Type the password in the Password box then click on OK
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With the password unset you can either leave the database file without password protection or set another password. 

Hiding Objects

Objects can be hidden in the database window.
· Click on the object to be hidden – the Employees table
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Click on the Properties button on the toolbar
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· Click on the Hidden box to clear the tick

· Click on Apply
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· Click on Apply and OK 

The Employees table will no longer be visible in the list of tables.

However Employee details can still be viewed via the Employee Details form.

To Indicate Hidden Objects

· Click on Tools ( Options in the Menu bar 

· Click on the View tab

· Click on the Hidden Objects check box

· Click on Apply and OK
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To Unhide Hidden Objects

· Click on the Hidden object – the Employees table

· Click on the Properties button on the toolbar

· Click on the Hidden box to clear the tick
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Click on Apply
The object will now be returned to normal.

Setting up a Multilevel Security System

Passwords are useful for protecting a file however once opened all users have the same access to all objects unless they are hidden. This too can become cumbersome when working with hidden objects. The answer to this problem is multilevel security. 

A multilevel security system must have an administrator. In this exercise it will be you. There are several users of your database each with varying degrees of authority and requirements. Before you start assigning permissions you should workout the groups of users you have which need to have similar permissions. Permissions apply to lowest level, ie if a user is a member of two groups where group A has more permissions than group B, the user will have all permissions possible. So if group B are not to open Report x but group A are allowed to open it. Then the user who belongs to both groups can open it.

The other concept is that of workgroups. A workgroup file houses the Users and Groups. Initially the default System Access workgroup has a default User, Admin, and default Groups, Admins and Users. Admin is the only member of both groups. The Users group initially has permission to use any object. Each time you start Access the logon to the workgroup occurs automatically with you as the Admin user. Admin has access to all objects so you are never restricted from using any object. The Access program is joined to a workgroup so that each time the program is started the Users and Groups are adhered to. 

You can check the current status by looking at the User and Group Accounts.
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Click on Tools ( Security ( User and Group Accounts in the Menu bar 

· Click on Cancel to close the dialog box

Create a New Workgroup file

When adjusting a workgroup file it is preferable to create a new workgroup file and leave the default file as it is. Once the new workgroup file is created you then join the Access program to it so the new workgroup file is started each time Access is started.
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Creating and joining workgroup files is handled by the file wrkgadm.exe which is usually located at C:\Windows\System
· Open Windows Explorer and locate the wrkgadm.exe file

· Double Click on the file in Windows Explorer to open it – the following dialogue box will appear
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· Click on Create 

· Type your Name and Organisation of necessary

· Type 1234abcd5678efgh in the Workgroup ID box and click on OK
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You are actually creating a new file so you can determine the name and location if you want however for this exercise we will change the file name to MICROSYSTEM.

· Insert MICRO before SYSTEM in the file name
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Click on OK (if the file already exists click on Yes to replace the existing file)
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Click on OK and OK again to the confirmation prompt

· Click on Exit to close the Workgroup Administrator
· Close the Windows Explorer window

Join a Workgroup
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Joining a workgroup file is handled by the file wrkgadm.exe which is usually located at C:\Windows\System
· Open Windows Explorer and locate the wrkgadm.exe file

· Double Click on the file in Windows Explorer to open it – the following dialogue box will appear
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· Click on Join 

You can type the file name and path in the box or click on the Browse button.

· Click on the Browse button
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If you save the file in the same folder as the default system file it should appear in the window.

· Click on the Microsystem file and click on OK
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· Click on OK and OK again and then Exit
· Close Microsoft Access

· Start Microsoft Access

The Workgroup Base

Initially an Access workgroup has a default User, Admin, and default Groups, Admins and Users. Admin is the only member of both groups. The Users group initially has permission to use any object.

The Admin User is not secure. You should add other users and groups then delete this user.

Users should be grouped according to the type of tasks they need to perform.

At least one user must stay in the Admins group – that would be you in this instance.

· Click on Tools ( Security ( User and Group Accounts in the Menu bar 
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The User and Group Accounts dialogue box is displayed. This is where you create and delete Users and Groups, assign Users to Groups and change your password as the administrator.

This window shows that the user Admin is a member of the Admins group and the Users group. It also shows that these are the only groups available.

Add a New User

With the User and Group Accounts window open:

· Click on the New button

· Type Janet in the Name box then press [Tab(]  and type  JAN123 in the Personal ID box

· Click on OK
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Note: The PID number is not a password, it is a way for Access to uniquely identify the user – similar to a primary key.

Janet will automatically be made a member of the Users group.
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· Repeat to add the following users with PIDs as listed

Security
SEC987 (this is for you as administrator)

Laura

LAU234

Margaret
MAR345

Andrew
AND456

Nancy

NAN567

Add a New Group

You are going to create two groups; Management and Employees
· Click on the Groups tab of the User and Group Accounts dialogue box 
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Click on New

· Type Management in both the Name and Personal ID boxes then click on OK
· Click on the New button again and enter the following for the Employees group

· Click on OK to create the group 

Assign a User to the Admins Group

So far we have created Users and Groups now Users should be assigned to Groups. 

Security (that’s you) should be a member of the Admins group.

· Click on the Users tab of the User and Groups Accounts dialog box

· Click on the droplist button of the Name box scroll down the list of Names and click on Security

· Click on Admins in the Available Groups box then click on Add so Admins appears in the Member Of: box as shown above

Assign Users to Groups

Laura is a member of the Management group.

· Click on the  Users tab of the User and Groups Accounts dialog box if necessary

· Click on the droplist button of the Name box scroll down the list of Names and click on Laura
· Click on Management in the Available Groups box then click on Add so Management appears in the Member Of: box as shown above

· Repeat the steps above to assign the remaining users as members of the Employees group


Removing the User Admin as Administrator

The name Security will now be used as the Administrator. The user Admin will be removed because it is not secure. 

· Click on the droplist button of the Name box scroll down the list of Names and click on Admin

· Click on Admins in the Member of window

· Click on Remove
The user Admin is no longer a member of the group Admins.

Lets check what you have assigned. 

· Click on Print Users and Groups
· Click on OK to print

The Groups listing should look like this.

Group Name
Users that Belong to Group

Admins
Security

Employees
Andrew, Janet, Margaret, Nancy

Management
Laura

Users
Admin, Andrew, Janet, Laura, Margaret, Nancy, Security

· Click on OK to close the User and Group Accounts window

Assign a Password for the Administrator

Every time you start Access the username of Admin and a blank password are entered to log you on. This always happens however you will probably not have witnessed it because the Logon box is suppressed until you assign a password to the Admin user.

If you want to assign an individual password to other users you must first assign a password to yourself as the Admin user. That is why each time the User and Group Accounts dialog box is opened the User is Admin. You have to apply a password to Admin so the initial logon box appears. The logon box enables other users to logon.

· Click on Tools ( Database Utilities ( User and Group Accounts in the Menu bar 

· Click on the Change Logon Password tab 

· Click on the New Password box and type password 

· Click on the Verify box and type password again

· Click on Apply
· Close Access
Assigning a password to Admin will force the Logon box to appear when you try to open any file in Microsoft Access.

Logon to Access

Now you will log on as the Security user so you can make further modifications to Users and Groups.

· Start Microsoft Access
· Click on the Orders database then click on Open
The Logon box will appear.

· Delete any text in the Name box and type security
· There is no password assigned to the user Security yet so click on OK

· Click on Tools ( Security ( User and Group Accounts in the Menu bar 

· Click on the Change Logon Password
· Click in the New Password box and type password
· Click on the Verify box and type password

· Click on Apply and OK
Secure the Database

So far you have worked with the workgroup information file. This file is remote from the actual database files. To apply the security levels in the workgroup information file you must first secured the file. Then permissions to the objects in the particular file can be applied.  

· Click on Tools ( Security ( User Level Security Wizard in the Menu bar  

The Security Wizard will start.

· Check that Modify my current workgroup file is selected

· Click on Next
All objects in the databse are to be secured. However you can click on any that you do not to be secured. 

· Click on Next to leave settings as they are

This lists the groups you previously created and predefined groups that you can make use of. 

· Click on Employees and Management to select them if necessary

· Click on Backup Operators and Full Data Users to select them as well


This step is to give the users group some permissions, however remember the users group has all users in it, so to assign any permissions to the users group grants all users that permission. 

· Check that No, the Users group should not have any permissions is selected

· Click on Next
At this step in the Security Wizard you can add other users here as well.

· Type Maria in the User name box

· Type MAR987 in the PID box

· Click on Add this user to the list
· Click on Next

At this step you can quickly assign Users to Groups.

· Click on the option Select a group and assign users to the group
The Admin group should appear in the name box and Security should be the only User with a tick.



· Click on the droplist button of the Group or User name box and click on each Group name in turn selecting the users as shown below

· The next step is to name the backup copy of the database file you are securing

· Click on Finish


A report will appear of the results of using the Security wizard.

· Print then Close
· Click on Yes to create a snapshot file


Assigning Permissions to Users

· Click on Tools ( Security ( User and Group Permissions in the Menu bar 

The User and Group Permissions dialogue box appears. This is where you assign permissions to users and groups. It is easier to keep track of who can do what if you assign permissions to groups then assign the users to groups. That way if the permissions for a particular group changes then all the users in the group will automatically have their permissions changed.

· Click on Groups in the List options


Notice that Admins has all types of permissions

· Click on Employees in the User/Group Name box

Notice that as yet no permissions are assigned.

· Click on the Object type box and click on Forms, 

· Click on the Object type box and click on Reports
You can assign permissions for each group to specific tables, forms etc in each object set.

· Check the permissions of each group with who are the members of the group on page 20

· Exit Microsoft Access then Start it again logging on as various users (only Security has a password) and test the permissions eg Maria should only be able to access the Backup procedure, 

· Finish with logging as Security – password is password

Rejoin the Default Workgroup 

Joining a workgroup file is handled by the file wrkgadm.exe which is usually located at C:\Windows\System
· Open Windows Explorer and locate the wrkgadm.exe file

· Double Click on the file in Windows Explorer to open it – the following dialogue box will appear


· Click on Join 

You can type the file name and path in the box or click on the Browse button.

· Click on the Browse button


If you save the file in the same folder as the default system file it should appear in the window.

· Click on the System.mdw file and click on OK

· Click on OK and OK again and then Exit
· Close Microsoft Access

· Start Microsoft Access

You should be able to start Microsoft Access without logging on. 

· Click on Tools ( Security ( User and Group Accounts in the Menu bar 

The only accounts should be the default Admin user and Admins and Users groups.

Workgroup ID:
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